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Target Audience

Cypress v2.4 is the rigorous and repeatable testing tool of Electronic Health Records (EHRs)
and EHR modules in calculating Meaningful Use (MU) Stage 2 Clinical Quality Measures
(CQMs). Cypress v2 serves as the official testing tool for the 2014 EHR Certification program
supported by the Office of the National Coordinator for Health IT (ONC).

The Cypress v2.4 User Guide has been developed for use by test proctors supporting the
Meaningful Use Stage 2 program to test and certify Electronic Health Record (EHR) systems
at Authorized Testing Labs (ATLs). The Cypress v2.4 User Guide may also be used by EHR
software engineers, quality assurance engineers, and production release engineers who
wish to use Cypress in a pre---testing mode to understand how their EHR product will
perform when an ATL performs an operational test with their respective EHR product.

The Cypress v2.4 User Guide provides instructions on how to use the Cypress Testing Tool
Software. This Cypress v2.4 User Guide assumes you have downloaded the Cypress v2.4
open source software and discusses the requirements and steps for testing Electronic
Health Record (EHR) technology for the calculation and reporting of Clinical Quality
Measures (CQM).

The Cypress tool is open source and freely available for use or adoption by the health IT
community including EHR vendors and testing labs. Information detailing the setup and
configuration of Cypress v2.4 open source software is available via the open source project
website http://projectcypress.org.

Cypress Testing Capabilities

The Cypress v2.4 software verifies three required clinical quality measure (CQM) capabilities
for EHR certification. These include:

1. Capture and Export

Capture - EHR technology seeking certification must be able to electronically record all
of the data identified in the specified procedure, §170.314(c), that would be necessary
to calculate each CQM. Data required for CQM exclusions or exceptions must be
codified entries, which may include specific terms as defined by each CQM, or may

”n u

include codified expressions of “patient reason,” “system reason,” or “medical reason.”
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Export--- EHR technology must be able to electronically export a data file formatted in
accordance with the Quality Reporting Document Architecture (QRDA) Category |
standard that includes all of the data captured for each and every CQM to which EHR
technology is being certified.

The basic concept for Capture and Export is shown below in Figure 1. The primary
purpose of this step is the verification of the EHR technology’s ability to export data in
the proper QRDA Category 1 format, and with the proper Quality Data Model (QDM)
data elements.

To verify this, Cypress produces static patient data for each of the CQMs that are to be
tested, and exports the relevant patients. This data is then entered into the EHR. The
EHR is then commanded to export the patient test data as a set of QRDA Category | files
containing the proper elements from the QDM that are required to calculate the CQMs
that are being tested. These QRDA files are loaded back into Cypress where they are
tested for validity (valid QRDA Category | Extensible Markup Language (XML)
documents) and correctness (contain only the elements required to calculate the CQMs,
and no more).

Cypress v2.4: User Guide 6
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Figure 1: Capture and Export

2. Import and Calculate

Import - EHR technology must be able to electronically import a data file formatted in
the QRDA Category | format.

Calculate - EHR technology must be able to electronically calculate each and every
clinical quality measure for which it is presented for certification.

3. Electronic Submission

Electronic Submission - Enables a user to electronically create a data file in QRDA
Category lll format for transmission of clinical quality measurement data that can be
electronically accepted by Centers for Medicare & Medicaid Services (CMS).

The basic concept for Import, Calculate and Electronic Submission is shown below in Figure
2. The purpose of these steps, is for the automated verification that an EHR system can:

¢ Import and calculate the CQM results for the quality measures being certified
based on the synthetic patient data that Cypress presents to the EHR system
under test.

Cypress v2.4: User Guide 7



¢ Generate a properly formatted summary CQM report that could be electronically
submitted using QRDA Category lll format.
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Figure 2: Import, Calculate and Electronic Submission
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Testing Procedure Overview

The Figure 3 graphic below provides a general workflow of a test performed with Cypress and
description of how the test procedure is organized and conducted. This test procedure is based
on the ONC approved and the National Institute of Standards and Technology (NIST) published
procedure augmented to include Cypress as a software tool for testing the accurate calculation,
submission and degree of correctness of the CQMis.

VENDOR
SYSTEM -

TESTING
VENDOR

CYPRESS U s TS ypRESS

N
CYPRESS

TEST
/ \_/ PROCTOR

Figure 3: Authorized Testing Lab Workflow lllustration

This test procedure is centered on the open source software tool, Cypress. Cypress is capable
of performing the following types of tests in support of CQM certification:

1. XML Data conformance testing of the Quality Reporting Document Architecture (QRDA)
Category 1 standard for individual patient---level data used for CQM calculation

2. XML Data conformance testing of the Quality Reporting Document Architecture (QRDA)
Category lll standard for aggregate reporting of CQM calculation

3. Accuracy calculation testing of the Meaningful Use Stage 2 Eligible Professional (EP)
CQMs

4. Accuracy calculation testing of the Meaningful Use Stage 2 Eligible Hospital (EH) CQMs

A complete description of the Cypress Testing Procedure can be found via the Cypress website
at http://projectcypress.org/resources.html.

Cypress v2.4: User Guide 9
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User Guide Detailed Description

Accessing Cypress

o Toaccess and download the Cypress Software go to http://projectcypress.org

o There are several options and detailed instructions there for downloading and
installing the Cypress software. This document is not meant to provide instructions for
downloading the Cypress software, so if you need to install the software, please follow
the Cypress Download Instructions.

Once you have downloaded and installed the Cypress Software, you should be able to access
Cypress system via a URL, bookmark or icon you have created.

e Once you access your installed instance of Cypress, the Login Screen should appear.

o To create an account, select Create new account.

82 cypress

You need to sign in or sign up before continuing.

Email

Password

Create new account

Forgol your password?

Cypress 2. 4.1
QOffice of the National Coordinator for Health Information Technology | MITRE

Figure 4: Cypress Login in
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o If you have previously set up an account, enter your email and password and select
Login.

¢ If you have previously created an account and forgotten your password, enter your
email and select ‘Forgot your Password?’ And you will be sent a link to reset your
password.

o Create New Account will bring you to the Account Creation and Terms and Conditions
Page.

ss2 cypress

* First name * Last name
* Email Telephone
* Password * Password confirmation

Must be at least 6 characters long

Terms and conditions for use of Cypress.

Performance measures and related data specificafions (the "Measures”) are
copyrighted by the noted guality measure providers as indicated in the applicable
Measure. Coding vocabularies are owned by their copyright owners. By using the
Measures, a user ("User”) agrees to these Terms of Use. Measures are not clinical
guidelines and do not establish a standard of medical care and guality measure
providers are not responsible for any use of or reliance on the Measures.

THE MEASURES AND SPECIFICATIONS ARE PROVIDED "AS IS" WITHOUT ANY
WARRANTY OF ANY KIND, AND ANY AND ALL IMPLIED WARRANTIES ARE
HEREBY DISCLAIMED, INCLUDING ANY WARRAMTY OF NON-INFRINGEMENT,
ACCURACY, MERCHANTABILITY AND FITMESS FOR A PARTICULAR PURPOSE.
NO QUALITY MEASURE PROVIDER, NOR ANY OF THEIR TRUSTEES,
DIRECTORS, MEMBERS, AFFILIATES, OFFICERS, EMPLOYEES, SUCCESSORS
AND/OR ASSIGNS WILL BE LIABLE TO YOU FOR ANY DIRECT, INDIRECT,
SPECIAL, EXEMPLARY, INCIDENTAL, PUNITIVE, AND/OR CONSEQUENTIAL
DAMAGE OF ANY KIND, IN CONTRACT, TORT OR OTHERWISE, IN
CONMECTION WITH THE USE OF THE CYPRESS TOOL OR THE MEASURES,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE

The Measures are licensed to a User for the limited purpose of using, reproducing
and distributing the Measures with the Cypress Tool as delivered to User, without any
modification, for commercial and noncommercial uses, but such uses are only
permitted if the copies of the Measures contain this complete Copyright, Disclaimer
and Terms of Use. Users of the Measures may not alter, enhance, or otherwise
modify the Measures.

NOT A CONTRIBUTION - The Measures, including specifications and coding, as
used in the Cypress Tool, are not a contribution under the Apache license. Ceding in
the Measures is provided for convenience only and necessary licenses for use should
be obtained from the copyright owners. Current Procedural Terminology (CPT®) @
2004-2010 American Medical Association. LOINC® © 2004 Regensirief Institute, Inc.
SNOMED Clinical Terms® (SNOMED CT®) & 2004-2010 International Health
Terminology Standards Development Organization

[~ lagree to the above terms and conditions of use

sign in

Forgot your password?

Cypress 2.4.1
Office of the National Coordinator for Health Information Technology | MITRE

Figure 5: Cypress Account and Terms and Conditions

Cypress v2.4: User Guide 11



o To create an account, enter your First and Last Name, Email, Telephone and enter a
Password and confirm your Password.

¢ Readthe Terms and conditions and check ‘Agree’ and select “Create’ to create your
Cypress Account.

322 Ccypress

“ou need to sign in or sign up before continuing

* First name * Last name

Rob McCready

* Email Telephone
meccready@mitre.org 781-271-7102

* Password * Password confirmation
ssessse sssssse

Must be at least 6 characters long

Terms and conditions for use of Cypress.

Performance measures and related data specifications (the "Measures™) are
copyrighted by the noted quality measure providers as indicated in the applicable
Measure. Coding vocabularies are owned by their copyright owners. By using the
Measures, a user ("User”) agrees to these Terms of Use. Measures are not clinical
guidelines and do not establish a standard of medical care and guality measure
providers are not responsible for any use of of reliance on the Measures.

THE MEASURES AND SPECIFICATIONS ARE PROVIDED "AS |IS" WITHOUT ANY
WARRANTY OF ANY KIND, AND ANY AND ALL IMPLIED WARRANTIES ARE
HEREBY DISCLAIMED, INCLUDING ANY WARRANTY OF NON-INFRINGEMENT,
ACCURACY, MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
NO QUALITY MEASURE PROVIDER, NOR ANY OF THEIR TRUSTEES,
DIRECTORS, MEMBERS, AFFILIATES, OFFICERS, EMPLOYEES, SUCCESSORS
AND/OR ASSIGNS WILL BE LIABLE TO ¥OU FOR ANY DIRECT, INDIRECT,
SPECIAL, EXEMPLARY, INCIDENTAL, PUNITIVE, AND/OR. CONSEQUEMNTIAL
DAMAGE OF ANY KIND, IN CONTRACT, TORT OR OTHERWISE, IN
CONMECTION WITH THE USE OF THE CYPRESS TOOL OR THE MEASURES,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE

The Measures are licensed to a User for the limited purpose of using, reproducing
and distributing the Measures with the Cypress Tool as delivered to User, without any
modification, for commercial and noncommercial uses, but such uses are only
permitted if the copies of the Measures contain this complete Copyright, Disclaimer
and Terms of Use. Users of the Measures may not alter, enhance, or otherwise
modify the Measures.

NOT A CONTRIBUTION - The Measures, including specifications and coding, as
used in the Cypress Tool, are not a contribution under the Apache license. Coding in

the Measures is provided for convenience only and for use should
be obtained from the copyright owners. Current Procedural Terminology (CPT&) @
2004-2010 American Medical Association. LOINC® & 2004 Regenstrief Institute, Inc.
SMNOMED Clinical Terms® (SNOMED CT®) © 2004-2010 International Health
Terminology St nization.

Sign in

Forgot your password?

Cypress 2.4.1
Office of the National Coordinator for Health Information Technelogy | MITRE

Figure 6: Cypress Account Creation

Cypress v2.4: User Guide 12



Cypress Administrative Functions Overview

o The first page displayed after your account is created is the Certification Dashboard and
the following message is displayed:

Welcome to Cypress! This is the Certification Dashboard that displays the names of
the EHR vendors and the status of their products being tested. You can begin by
adding an EHR vendor or simply explore the complete Cypress Test Deck by clicking
on "Master Patient List" above.

:: cyp ress Welcome, Rob  account about feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD [ Master Patient List | | Add EHR Vendor |

Welcome to Cypress! This is the Certification Dashboard that displays the names of the EHR vendors and the status of their products being tested. You
can begin by adding an EHR vendor or simply explore the complete Cypress Test Deck by clicking on "Master Patient List" above.

EHR VENDOR NAME PRODUCTS TESTED PASSING NOT PASSING DATE OF LAST TEST

Error Report Indicators: © passing @ failing

Figure 7: Certification Dashboard No Vendors Added

The following Cypress Administrative Functions are found on the Certification Dashboard:
Account---UpdateaCypressAccount Password
About--- Learn more about Cypressand review FAQs
Feedback---Provide Feedbacktothe Cypress Team
Help--- Locate a Help email address, Copy of this User Guide and other resources
Logout--- Log out of the Cypress Application
Master Patient List
Add EHR Vendor

NounhkwhNpE e

These are described in greater detail below and in the sections that follow.

Cypress v2.4: User Guide 13



1. Account- If you have previously set up an account, this page will allow you to change

your Password.

First name

Rob

Email

Password confirmation

Cypress

rmcready@mitre.orq

Last name

McCready
Password

Must be at least 5 characters long. (leave
blank if you dont want to change it)

Current password

(we need your current password to confirm
your changes)

Cancel Update

Cypress 2.4.1

Figure 8: Account Password Update

2. About - Learn more about Cypress via the publicly available project website.

3. Feedback - Provides several mechanisms for providing feedback on Cypress.

g8t cypress

Version: 2.4.1

CERTIFICATION DASHBOARD » FEEDBACK

* annot @projectcyp org - M

list.

Welcome, Rob  account about{ feedback )help logout

Master Patient List

There are three email distribution lists which may alse be used to request information about the project's plans and activities. These lists are

to this list are limited to the Cypress governing organizations. Anyone can subscribe.

- talk@projectcypress.org - Anyone is free to submit questions about the project to this list. To prevent spam, all messages are first reviewed by
the project team before being forwarded to the distribution list. This list is also open to everyone.

- devi@projectcypress.org - This list is used exclusively for software development questions. Again, membership to this list is open to everyone.
However, we encourage individuals to limit participation in this list to those that are active software engineers. Anyone is free to submit questions
about the project to this list, but to prevent spam, all messages are first reviewed by the project team before being forwarded to the distribution

Figure 9: Cypress Feedback Mechanisms

Cypress v2.4: User Guide
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4. Help - Provides help contact and additional reference information via the Cypress v2.4
Frequently Asked Questions (FAQ) page.
5. Logout - Allows you to logout of Cypress and return to the Account Sign in page.

:: Cypress Welcome, Rob  account about feedback @@ gout’
Version: 2.4.1
CERTIFICATION DASHBOARD [ Master Patient List | | Add EHR Vendor |

Welcome to Cypressl This is the Certification Dashboard that displays the names of the EHR vendors and the status of their products being tested. You
can begin by adding an EHR vendor or simply explore the complete Cypress Test Deck by clicking on "Master Patient List" above.

EHR VENDOR NAME PRODUCTS TESTED PASSING NOT PASSING DATE OF LAST TEST

Error Report Indicators: O passing @ failing

Figure 10: Cypress v2.4 Logout

6. Master Patient List--- Provide a list of all test data for CQMs.
¢ You can select and download individual or all the patient data records.
¢ You can select a record and Cypress v2.4 will display the patient test
record, applicable data requirements and CQM qualifiers.

7. Add EHR Vendor --- Enter EHR Vendor contact and product information (See
“Prepare for Cypress 2.4 Testing” below.)

Cypress v2.4: User Guide 15



Master Patient List

e The master patient list page provides a list of all test data for CQMs and has functions
for displaying or downloading this data in its entirety, or as individual patient records.

:: cypress Welcome, Rob  account about feedback help logout
Version: 2.4.1

CERTIFICATION DASHBOARD MASTER PATIENT LIST

Master Patient List
Meaningful Use Stage 2 Quality Bundle - 2.4.0 j

NQF #

Acute Myocardial Infarction

LAST NAME FIRST NAME Doe GENDER
CMS100v2 NQF:0142

A Heart_Adult 02/011942 M
CMS30v3 NQF:0639 A BH_Infant 11/01/2011 F
CMS53v2 NQF 0163 A Cancer_Adult_Female 09/011962 F
A GP_Adult 02/011967 F
CM360v2 NQF.0164 A GP_Peds 02/01/1995 F
Asthma A Diabetes_Adult 02011982 F
CMS26v1 NQF-0338 A Cancer_Adult_Male 08/011987 M
A Diabetes_Peds 01/04/2002 F

Figure 11: Master Patient List of Test Patients

e Patient records that apply to a specific CQM and CQM qualifiers can be listed by
clicking on the CQM’s tab.

:: Cypress Welcome, Rob  account about feedback help logout
Version- 2.4.1

CERTIFICATION DASHBOARD MASTER PATIENT LIST

Master Patient List

Meaningful Use Stage 2 Quality Bundle - 2.4.0 7|

nar# Quality Measure: Home Management Plan of Care (HMPC) Document Given to Patient/Caregiver
Acute Myocardial Infarction Definition: Expand Definition
CMS100v2 NQF:0142 Expected Reports:
Patints Denominstor  Den Exchusions  Numerator Exceptions cut
CMS30v3 NQF:0639 20 20 0o 10 oo 1.0

CMS53v2 NQF:0163
CMSB0v2 NQF:0164
<3
SLTEFLS  LasTiame FIRST NAME DOB GENDER
( T ( ] ® A ASTHMA 02/07/2005 M
([ X ] B ASTHMA 02/07/2005 M
Behavioral Health Adult

CM1S12200 NOE-D10E

Figure 12: Patients Specific to CMS26v1 NQF:0338

Cypress v2.4: User Guide 16



e Anindividual patient record and their CQM qualifiers can be displayed by clicking on

the patient’s name in the patient record list.

o0
2 cypress
Version: 2.4.1
CERTIFICATION DASHBOARD » MASTER PATIENT LIST
effective date: 12/31/2012
& A, GP_Peds
ausmar &
& é"g\;\)@&},&ga\\g Gender F
DOB 02/01/1995

CMS146v2 0002 ee e Race American Indian Or Alaska Native
CMS137v2 0004 a Ethnicity Not Hispanic or Latino
CMS137v2 0004 b

CMS137v2 0004 ¢

CMS137v2 0004 d ALLERGIES

CMS137v2 0004 € e p—

CMS137v2 0004 f

CMS165v2 0018 VITAL SIGNS

LOINC: 10524-7 Laboratory Test, Order: Pap Test (Code List

CMS156v2 0022 2 2.16 840 1.113883 3 464 1003 108.12.1017)
CMS156v2 00220 LABORATORY TESTS

CMS155v2 0024 a (1] L ]

CMS155v2 0024 b ( 1 ] @ ENCOUNTERS

CPT: 99201 Encounter, Performed: Office Visit (Code List:

CMS156v2 0024 L i 2.16 840 1.113883 3 464 1003 101.12.1001)
CMS155v2 0024 d CPT: 99201 Encounter, Performed: Office Visit (Cade List
CMS155v2 0024 & ( T ] ® 2.16.840.1.113883.3 464.1003.101.12.1001)
CMS155v2 0024 CONDITIONS

CMS155v2 0024 g (1] ® |CD-10-CM- J00

Welcome, Rob  account about feedback help

Download

Start Time: 04/30/2012 End
Time: 04/30/2012

Start Time: 01/30/2012 End
Time: 01/30/2012
Start Time: 04/30/2012 End
Time: 04/30/2012

Diagnosis, Aclive: Upper Respiratory Infection (Code List Start Time: 01/30/2012 End

logout

Figure 13: Patient Test Record Data Requirements and CQM Qualifiers

e Hovering the mouse over the “Download” button displays the download options

menu.

z: cypress Welcome, Rob  account about feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD » MASTER PATIENT LIST
effective date: 12/31/2012 Patient as QDA
o Cat1

:?“P A, GP_Peds
cusnaE - Patient as HTML
M & d“; REC e Gender F

Tees DOB 02/01/1995
CMS146v2 0002 oo ® Race ican Indian Or Alaska Native

Figure 14: Download Options Menu

o Patient records can be downloaded as either QRDA Cat 1 or HTML files contained in a zip

archive.

¢ When an individual patient record is selected and displayed on the Master Patient List
page, only that record is downloaded. Otherwise, all patient records in the Master

Patient List will be downloaded.

Cypress v2.4: User Guide 17



Cypress v2.4 Preparation for Testing

Add Vendor Information

e Once you have created an Account, it is necessary to prepare Cypress for testing
by adding a Vendor and Contact Information.
o Select Add EHR Vendor from the Certification Dashboard.

:: cypress Welcome, Rob  account about feedback help logout
Version: 2.4.1

CERTIFICATION DASHBOARD Master Patient List Add EHR Vendor

Welcome to Cypress! This is the Certification Dashboard that displays the names of the EHR vendors and the status of their products being tested. You
can begin by adding an EHR. vendor or simply explore the complete Cypress Test Deck by clicking on "Master Patient List” above

EHR VENDOR NAME PRODUCTS TESTED PASSING NOT PASSING DATE OF LAST TEST

Error Report Indicators: Q passing @ failing

Figure 15: Certification Dashboard Select Add EHR Vendor

¢ The Vendor Information and Contact Form will be displayed.
¢ Complete the Vendor Information and Contact Form and select Create.

- cypress Welcome, Rob account gbout feedback help logout
Version: 2.4.1

CERTIFICATION DASHBOARD » CREATE NEW VENDOR

Vendor Information

*Vendor Name: | EHR Vendor 1 EHRPOC: | john Doe
Vendor ID: Email: |4 @nowhere.net

ui Phone: | 565 565 6655

‘www._nowhere net
Address | 193 pain st Fax

State’ Massachusetts

2P 02134

alternate POCs
Main EHR POC: | j200 cnith Technical POC: | j Toch

Email: Email

js@nowhere.net ji@nowhere.net

Phone: ' 555 555 5555 Phone: | 555 555 5555

Press POC: | giji press

Email: | b @nowhere net

Phone: | 666 5555555

Figure 16: Vendor and Contact Form
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Enter Product Information
o The next step is to enter Product Information. Begin by clicking the vendor
name displayed on the Certification Dashboard.

::O Cypress Welcome, Rob  account about feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD ( Master Patient List | [ Add EHR Vendor |

Welcome to Cypress! This is the Certification Dashboard that displays the names of the EHR vendors and the status of their products being tested. You
can begin by adding an EHR vendor or simply explore the complete Cypress Test Deck by clicking on "Master Patient List” above.

HEELDOR NAVE FRODUCTS TESTED FASSING NOT PASSING DATE OF LAST TEST
EHR Vendor 1 0/0 products 0 products 0 products
Error Report Indicators: O passing @ failing

Figure 17: Vendor Certification Dashboard with no products added

¢ With the Vendor Product List displayed on the Certification Dashboard, click Add
Product to begin entering product information.

::0 cypress Welcome, Rob  account about feedback help logout
Version: 2.4.1

CERTIFICATION DASHBOARD ( Editvendor | [ Add Product

Candidate EHR: EHR Vendor 1 EHR POC: John Doe
Vendor ID: Email: jd@nowhere.net
URL: www.nowhere.net Phone: 555-555-6555

PRODUCTS
There are no products for this vendor.
Error Report Indicators: O passing @ failing

Figure 18: Vendor Certification Dashboard Product List
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e On the EHR product form enter Product information (Product Name, Description and
Version). Examples would be: product version number, the name and version of any
optional modules installed in the product at the time of the test, and the operating

system.

¢ Once the Product information is entered, select Create.

st cypress

Wersion: 2.4.1

CERTIFICATION DASHBOARD » EHR WENDOR 1 » CREATE NEW PRODUCT

Product Information
* Product Name: | Vendor 1 Product Description: Ambulatory product

Version: 1.1.0]

‘Welcome, Rob  account about feedback help logout

Figure 19: EHR Product form

¢ The Vendor, EHR Point of Contact and Product will now display on the Certification

Dashboard.

o Select the product name under Passing Products to begin defining tests for the

product.

822 cypress

Version: 2.4.1

CERTIFICATION DASHEOARD

Candidate EHR: EHR Vendor 1 EHR POC: John Doe
Vendor 1D Email: jd@nowhere.net
URL: www.nowhere.net Phone: 555-555-5555

PASSING PRODUCTS DESCRIPTION TESTS
Vendor 1 Product Ambulatory product /o
Error Report Indicators: O passing @ failing

Welcome, Rob  account about feedback help logout

Edit Vendor J [ Add Product J

Figure 20: Certification Dashboard showing a vendor with one product added
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Product Test Creation

* Inorder to test a product, it is necessary to define specific tests to execute.
¢ Select Add Test on the vendor product dashboard to begin creating a test for the product.

:: C cyp ress Welcome, Rob  account about feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD » EHR VENDOR 1

Product: Vender 1 Product Description:  Ambulatory product
Version: 1.1.0

TESTS TYPE DESCRIPTION EXECUTIONS

There are no tests for this pru

Error Report Indicators: O passing @ failing

Figure 21: Dashboard showing Product and No Tests Added

e Onthe Create New Test Step 1 page, enter a Test Name, Brief Description and choose a
Test Type. Then select Next.

== Cypress Welcome, Rob  account about feedback help logout

Version: 2.4.1
Step 1 042 Next >

CERTIFICATION DASHBOARD » EHRWENDOR1 » VENDOR 1 PRODUCT » CREATE NEW TEST

Describe the test...
“TestName:  EHR Alpha Outpatient Test

Measurement Period from 01/01/2012 to 12/31/2012

Bundle Version: | peaningful Use Stage 2 Quality Bundle - 2.4.0 =]

Description: | Tt o\ tpatient CQM behavior

Test Type: Qutpatient - to test quality measures for Eligible Professionals (EP)

" Inpatient - to test quality measures for Eligible Hospitals (EH)

Figure 22: Create New Test - Step 1 Basic Information
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On the Create New Test Step 2 page, specify the measures that will be tested, then
select Done to create the test.

::o cypress ‘Welcome, Rob  account about feedback help logout

Version: 2.4.1
Back Step2o 0

CERTIFICATION DASHBOARD » EHR VENDOR 1 » VENDOR 1 PRODUCT » CREATE NEW TEST

|dentify at least one quality measure to test from the list of available measures for this product.

[ all quality measures

Behavioral Health Adult I¥! all Cancer measures
Ealrerms]] Mealli Eemer 5 CMS141V3{0335 - Colon Cancer: Chemotherapy for AJCC Stage Ill Colon
Cancer Patients
Behavioral Health Pediatric = CMS140v2/0387 - Breast Cancer. Hormonal Therapy for Stage IC-IIIC Estrogen
v Receptor/Progesterone Receptor (ER/PR) Positive Breast Cancer
Cancer 4
B CMS129v3/0389 - Prostate Cancer: Avoidance of Overuse of Bone Scan for
T o Staging Low Risk Prostate Cancer Patients
7 CMS157v2/0384 - Oncology: Medical and Radiafion — Pain Intensity Quantified
Dental
Diabetes

.

Figure 23: Create New Test - Step 2 CQM selection

The test is now displayed on the Vendor Product Certification Dashboard.

:30 Cyp ress Welcome, Rob  account about feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD » EHR VENDOR 1 Edit Product | [ Add Test
Product: Vendor 1 Product Description: Ambulatory product
Version: 1.1.0
INCOMPLETE TESTS TYPE DESCRIPTION EXECUTIONS
EHR Alpha Outpatient Test EP Test outpatient CQM behavior 0
Error Report Indicators Q passing @ failing

Figure 24: New Test Created
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Test Execution

This process evaluates the capability of the EHR system under test (SUT) to
electronically generate the proper COM artifacts for the CQMs being certified.

The Test Proctor provides the Cypress v2.4 Test Data for the clinical quality measures for
which the EHR system will be tested in the format selected to the EHR vendor via the
Download Test Data.

Depending on the test, the Vendor manually inputs or electronically downloads the
patient test data into their EHR system.

o Capture and Export: manual test data input (using html)
o Import and Calculate: QRDA Category 1 electronic input
The Test Proctor examines the CQMs implemented in the EHR.

To begin testing, select the test name on the Vendor Product Certification Dashboard.
This will display the product test page.

3: cypress Welcome, Rob  account about feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD » EHRVENDOR 1 [ EdtProduct | [ AcaTest |
Product  Vendor 1 Product Description:  Ambulatory product
Version: 1.1.0
INC Ol TYPE DESCRIPTION EXECUTIONS
EHR Alpha Outpatient Test EP Test outpatient CQM behavior 0 Delete
Error Report Indicators: O passing @ failing

Figure 25: Select New Test
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Download Patient Data

¢ Patient test data for the selected CQMs of the specified test must be downloaded in the
format required for the test.

* Hover the mouse over the Test Data button below ‘1. Download Test Data’ to display the
download menu.

o Choose the format to download the data in (QRDA Cat 1, HTML) as required by the EHR.
The downloaded patient record test data will be contained in a zip file (Figure 26).

:: cypress Welcome, Rob  account about feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD » EHRVENDOR 1 » VENDOR 1 PRODUCT View Test Measures ] [ Edit Test ]
Test Name: EHR Alpha Outpatient Measurement Period 01/01/2012 - 12/31/2012 Proctor: Rob McCready
Test Description: Test outpatient CQM Email: rmcready@mitre.org
Test Type: EP behavior Telephone: 781-271-7102
Product: Vendor 1 Product
Version: 1.1.0

Bundle Version: Meaningful Use Stage 2
Quality Bundle - 2.4.0

You must perform the following steps to execute your test.

1. Download Test Data 2. Load Test Data into your quality 3. Upload Results Generate Category | tests
measure calculator
q Upload Resuls

View All
QRDA Cat
I
HTML i’ add note

TEST EXECUTIONS DESCRIPTION RESULTS

There are no test executions

Figure 26: Download Patient Data for Import

FE WinZip Pro - Test_530e40c53a27f8b0b8000001._html.zip

File Actions View Jobs Options Help

; o Ty A el [T =)
QoS R By B & [ v W
New Open Favorites Add Extract Zip and E-Mail Encrypt View Unzipand Try  View Style
< | Name * | Type | Modified | S'tze|
| 0_Lauren_Garza.html HTML Document 2/26/2014 7:38 PM 16,770
>/ 1_Florence_Guerrero.html HTML Document 2/26/2014 7:38 PM 16,787
=|2_Raymond_Herrera.html HTML Document 2/26/2014 7:38 PM 25,920
=] 3_wilie_Page.html HTML Document 2/26/2014 7:38 PM 25,907
#|4_Frances_Roberts.html HTML Document 2/26/2014 7:38 PM 15,391
2| 5_Alan_Thornton.html HTML Document 2/26/2014 7:38 PM 24,464
+|6_Armando_Todd.html HTML Document 2/26/2014 7:38 PM 24,458
#|7_Renee_Ward.html HTML Document 2/26/2014 7:38 PM 15,374
o | ol
|selected 0 fies, 0 bytes [Total 8 fikes, 162K8 00 4

Figure 27: Listing of Zip file HTML Patient Test Data for CQMs to be tested
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¢ Select a single patient record and open the HTML from the zip file listing to view it.

cation Patient Test Record: Raymond Herrera

Pationt T (s« I8
I <o = 1557 13:00 Date of cxpiration

R - e o Hsske Ntive Fthaicity e

Other pationt 1% S30e4006302716bBB000035 Cypress
Document Id 530e40c63a27f8b0b8000035 2.16.840.1.113883.3.72

Document Created: February 26th, 2014 19:38
(e

Tel: +1-781-271-3000

Document maintained by Cypress

Contact info 202 Burlington Rd.
Bedford, MA 01730
Tel: +1-781-271-3000

View By Encounter

Diagnoses
Description Codes Time Status Results Fields
Diagnosis, Active: Colon Cancer (Code List: SNOMED-CT: March 26th, 2012 active
2.16.840.1.113883.3.526.3.391) 109838007 12:00 - present
1CD-9-CM: 153.0
ICD-10-CM: C18.0
Diagnosis, Active: Prostate Cancer (Code List: || ICD-9-CM: 185 March 2sth, 2012 active
2.16.840.1.113883.3.526.3.319) SNOMED-CT: 12:00 - present
254900004
ICD-10-CM: C61
Encounters
Description Codes Time Status Results Fields
Encounter, Performed: Office Visit (Code List: || CPT: 99201 March 26th, 2012 performed
2.16.840.1.113883.3.464.1003.101.12.1001) 11:30 - March 26th,
2012 13:00
Encounter, Performed: Office Visit (Code List: || CPT: 99201 April 23rd, 2012 performed
2.16.840.1.113883.3.464.1003.101.12.1001) 12:00 - April 23rd,
2012 13:00
Description Codes Time Status) Results Fields
dication, ini d: Ch herapy for 200327 March 26th, 2012 administered
Colon Cancer - capecitabine {Code List: 12:30 - March 26th,
— —_—

Figure 28: HTML for one Patient Record
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Upload Results for Test
¢ Once Test Results in the QRDA Category Ill format have been generated by
the EHR system, they are uploaded from the Certification Dashboard.

o Select Upload Results, browse to the QRDA Category lll file to upload in
the Results File dialog, and click Upload.

++ Cypress Welcome, Rob  account about feedback help logout
Version: 24.1
CERTIFICATION DASHBOARD » EHRVENDOR1 » VENDOR 1PRODUCT [ view Test Measures | [ EdtTest |
Test Name: EHR Alpha Outpatient  Measurement Period 01/01/2012 - 12/31/2012 Proctor: Rob McCready
Test Description: Test outpatient CQM Email: mcready@nitre.org
Test Type: EP behavior Telephone: 781-271-7102

Product: Vendor 1 Product
Version: 1.1.0

Bundle Version: Meaningful Use Stage 2
Quality Bundle - 2.4.0

You must perform the following steps to execule your test:

1. Download Test Data 2. Load Test Data into your quality 3. Upload Results Generate Category | fests

i § measure calculator = < i .
[[TestData ) [ Upload Resuits | ([ Generate )

upload Results

Results File @ add note

TEST EXECUTIONS RESULTS

There are no test exey
Upload ancel
TEST RESULTS

Notes:

Figure 29: Upload test execution results

¢ The Test Proctor validates that the proper CQM artifacts in QRDA Category lll file
format for the test being performed are electronically generated by the EHR SUT.

¢ Validation results are displayed in the Certification Dashboard.
¢ Further detail of test results are available by selecting the various Test Results tabs.

4 Cypl’eSS Welcome, Rob account sbout feedback help logout
Version: 2.4.1
GERTIFICATION DASHBOARD » EHRVENDOR1 » VENDOR 1PRODUCT View Test Measures | [ Edit Test
Test Name: Weigh Assessment Test  Measurement Period 0101/2012 - 12/31/2012 Proctor: Rob McCready
Test Type: EP Description Emall. rmccready@mitre.org
Product:  Vendor 1 Product Telephone: 781-271-7102
Version: 1.1.0

Bundle Version: Meaningful Use Stage 2
Quality Bundle - 2.4.0

You must perform the following steps to execute your test

1. Download Test Data 2. Load Test Data into your quality 3. Upload Results Generate Category | tests
measure calculator

[ TestData Upload Results Generate

Notes:

= addnote

TEST EXECUTIONS DESCRIPTION RESULTS
TESTRESULTS
e
< Summary  Emors  QRDAEmors  QRDA Warnings Download
T ——
ToeT Errors: 9
Inspection ID: EHR Vendor 1 Warnings:

Figure 30: Test execution with validation errors
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Category 1 Test

¢ Category 1 tests can be generated by selecting the Generate button under ‘Generate
Category 1 Tests’ on the Certification Dashboard.

g2 cypress

Version: 2.4.1

CERTIFICATION DASHEOARD » EHR WVENDOR 1 » VENDOR 1 PRODUCT

Welcome, Rob  account about feedback help logout

Test Name: Weigh Test M
Test Type: EP

Product: Vendor 1 Product

Version: 1.1.0

Bundle Version: Meaningful Use Stage 2
Quality Bundle - 2.4.0

Description:

You must perform the following steps to execute your test:

1. Download Test Data

2. Load Test Data into your quality
measure calculator

Notes:

TEST EXECUTIONS

I 2014-02-27 21:29:07 UTC

DESCRIPTION

TEST RESULTS

Summary Errors QRDA Errors QRDA Warnings
Test Date: 2014-02-27 21:29:07 UTC

Inspection ID: EHR Vendor 1

nent Period 01/01/2012 - 12/31/2012

[ View Test Measures } [ Edit Test ]

Proctor: Rob McCready
Email: rmccready@mitre.org
Telephone: 781-271-7102

3. Upload Results Geng

Upload Results

g Category | tests

i’ add note

RESULTS

[ Download Resulis ] [ View Resulis ] [ Delete ]

Download

Errors: 9
Warnings:

Figure 31: Details of test execution with errors
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The generated Category 1 test appears on the vendor product Certification Dashboard.

[ ]
Select the generated test to download test data and perform the test.

Welcome, Rob  account about feedback help logout

Edit Product Add Test

s: cypress
Version: 2.4.1

CERTIFICATION DASHEOARD » EHR VENDOR 1

Product: Vendor 1 Product Description: Ambulatory product

Version: 1.1.0
FAILING TESTS TYPE DESCRIFTION EXECUTIONS
@ » Weigh Assessment Test EP 1
DESCRIFTION EXECUTIONS
0
Error Report Indicators: © passing @ failing

Figure 32: Generated Category 1 Test

Hover the mouse over ‘Test Data’ below ‘1. Download Test Data’ to display the test

data download menu.
Select the format to download the data in (QRDA Catl, HTML) as required by the

EHR system.

Welcome, Rob  account about feedback help logout

82 cypress

Version: 2.4.1
CERTIFICATION DASHBOARD » EHRVENDOR1 » VENDOR 1 PRODUCT View Test Measures Edit Test

Proctor: Rob McCready
Email: mmccready@mitre.org
Telephone: 781-271-7102

TestName: Weigh Assessment Test - Measurement Period 01/01/2012 - 12/31/2012
Measure 0024 QRDA Cat Description
I Test
Test Type: QRDA
Product Vendor 1 Product
Version: 1.1.0
Bundle Version: Meaningful Use Stage 2

Quality Bundle - 2.4.0

You must perform the following steps to execute your test

ata 2. Load Test Data into your quality 3. Upload Resuits
measure calculator
Upload Resuits

iew

QRDA Cat

I

L = addnote
TEST EXECUTIONS DESCRIPTION RESULTS

There are no test executions

TEST RESULTS

Summary  XMLEmors XML Warnings  Record Name Mapping

XML Validation Errors: 0
Test Date: XML Validation Warnings:
Inspection ID: EHR Vendor 1

+ Back to top M First K Prev Next Last
Vendor Generated XML

Erfor Report Indicators: O passing @ faiing

Figure 33: Download Data Cat 1 Test
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o Just as with Category lll testing, Category 1 results from the EHR system can be
uploaded from the Certification Dashboard.

o Select ‘Upload Results’, choose the Category 1 results file, and select Upload.

g - cypress Welcome, Rob account about feedback help logout
Version: 2.4.1

CERTIFICATION DASHBOARD » EHRVENDOR1 » VENDOR 1PRODUCT

[ View Test Measures ] [ Edit Test ]

Test Name: Weigh Assessment Test - Measurement Period 01/01/2012 - 12/31/2012 Proctor:  Rob McCready
Measure 0024 QRDA Cat Description Email: rmccready@mitre_org
I Test

Telephone: 781-271-7102
Test Type: QRDA

Product: Vendor 1 Product
Version: 1.1.0
Bundle Version: Meaningful Use Stage 2
Quality Bundle - 2.4.0

You must perform the following steps to execute your test

1. Download Test Data 2. Load Test Data into your quality

measure calculator

Upload Results

Notes:

i’ add note

TEST EXECUTIONS DESCRIPTION RESULTS

There are no test executions
Upload Re

TEST RESULTS 1. Results File §

Summary XML Errors XML Warr

Test Date:

ncel
Inspection ID: EHR Vendor 1

Upload ch

Figure 34: Upload Category 1 Results

o The Certification Dashboard displays the results of the Category 1 test.

st cypress Welcome, Rob  account sbout feedback help logout
Version: 2.4.1
CERTIFICATION DASHBOARD » EHRVENDOR1 » YEMDOR 1 PRODUCT [ view Testmeasures | [ Ean Test |
Test Name: Weigh Assessment Test - Measurement Period 01/01/2012 - 12/31/2012 Proctor: Rob McCready
Measure 0024 QRDA Cat Description: Emall: rmecready@mitre.org
I Test Telephone: 781-274-7102
Tost Type: QRDA
Product: Vendor 1 Product
Version: 1.1.0
Bundle Version: Meaningful Use Stage 2
Quality Bundle - 2.4.0
You must perform the following steps to execute your test
1. Download Test Data 2. Load Test Data into your quality 3 Upload Results
measure calculator
(“Test Data | [ Upload Results |
Motes:
= addnote
TEST EXECUTIONS DESCRIPTION RESULTS
|Goreozarmaras vre ) [ vowniosa mesuns | ( view resus | ( petete )
TEST RESULTS
Summary XML Errors XML Wamings Record Name Mapping Download |
Test Date: 2014-02-27 21:41:44 UTC XML Validation Errors: 5
Inspection ID: EHR Vendor 1 XML Validation Warnings:
+ Back to top 4 First W Prev Next M Last
Vendor Generated XML
good.xml
<rxml =" ding="" >

Figure 35: Category 1 Test Results
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Test Execution Notes

The criteria used to determine a successful test outcome depends on whether the EHR product
is being certified against the EP CQMs or the EH CQMs.

For EP CQMs, a successful test outcome is one in which the following conditions are true:

1. There were no XML validation errors in neither the QRDA Category | submitted data nor
the QRDA Category lll submitted data.

2. All of the CQM results calculated and submitted by the EHR SUT exactly match the
values that Cypress v2.4 was expecting.

For EH CQMs, a successful test outcome is one in which the following conditions are true:

1. There were no XML validation errors in neither the QRDA Category | submitted data nor
the QRDA Category lll submitted data.

2. All of the CQM results calculated and submitted by the EHR SUT for discrete measures
exactly match the values that Cypress v2.4 was expecting.

3. The CQM results calculated and submitted by the EHR SUT for continuous variable tests
are within a defined delta of the value that Cypress v2.4 was expecting.

For both types of EHR technologies, it is acceptable for there to be XML validation warnings
that are generated by Cypress’ validation process. These warnings will not constitute a test
failure. However, the Test Proctor should review the warnings generated and record any
relevant observations that they can make about the reasons for the warnings in the Notes field
on the Product Test details page.
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Submit
Electronically submit generated CQM artifacts

Evaluates the capability to electronically submit a) calculated quality measures in accordance
with the standard and implementation specifications; and b) exported patient data sufficient to
allow external calculation.

¢ The Test Proctor commands the EHR SUT to generate and electronically submit
the patient---level export in the QRDA Category | format for the clinical quality
measures being tested.

¢ The Test Proctor commands the EHR SUT to generate and electronically
submit an aggregate report in the QRDA Category Ill format of the clinical
quality measures calculated in the Execute test.

® The Test Proctor validates that the calculated clinical quality measures are submitted in
accordance with the QRDA Category lll standard and implementation specifications by
uploading the QRDA Category Il XML via the Cypress v2.4 User Interface and the
Cypress---supplied XML Schema validation.

o TheTest Proctor validates that the exported patient---level CQM data are submitted in
accordance with the QRDA Category | standard and implementation specifications by
uploading the QRDA Category | XML via the Cypress v2.4 User Interface and the Cypress---
supplied XML Schema validation.
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Verify
Verify electronic and accurate generation of clinical quality measure artifacts

Evaluates the capability to electronically and accurately generate CQM artifacts appropriate for
each phase of the test procedure.

¢ After the Test Proctor validates the submission of the QRDA Category lll, the Test
Proctor evaluates and displays the accuracy of the submitted clinical quality measure
results via the Cypress v2.4 User Interface.

o The Test Proctor generates a test artifact bundle containing all test data used for this
test execution, all products generated and submitted by the EHR SUT, and any other
additional notes or information that the Test Proctor deems relevant into a single
archive file that is cryptographically signed.
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Acronyms

ATL Authorized Testing Lab

CcmS Centers for Medicare & Medicaid Services
cam Clinical Quality Measure

EH Eligible Hospital

EHR Electronic Health Record

EP Eligible Professional

HTML Hypertext Markup Language

NIST National Institute of Standards and Technology
ONC Office of the National Coordinator for Health Information Technology
QbMm Quality Data Model

QRDA Quality Reporting Document Architecture

SUT System Under Test

XML Extensible Markup Language
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